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1 Introduction

1.1 Scope of document

This document describes the policy to use for access granting and permissions to suppliers in the DTT
document management system.

It provides also general information about the management of documentation issued by Suppliers through
the use of DTT Document Management System (i.e. ALFRESCO).

1.2 Definitions & Acronyms

PROJECT DTT (Divertor Tokamak Test) Facility
COMPANY DTT S.c.ar.l.
A person or organization that undertakes responsibility for the performance
CONTRACTOR .
of a construction contract
ALFRESCO Open Source Software tool for DTT Document Management

SUPPLIER / VENDOR

Organization or person that provides a product or services. The terms supplier
and vendor shall mean the same and interchangeable

PARTY / PARTIES

Means all entities involved for the PROJECT both external and internal

WP Manager Work Package Manager (WBS I° Level)
RUP Responsabile Unico del Procedimento
KoM Kick Off Meeting

2 Management of access and permission on ALFRESCO

2.1 Background Information

The Project is executed by workgroups focussed amongst other items on project management, technical

integration, technical specification, design and procurement supervision, reporting and delivery, and later on

machine operation. These workgroups sometimes form identified teams, and sometimes ad hoc groups to

address particular issues.

To make the Project a success, while protecting individual, party and commercial rights, all the necessary

information shall be shared and easily accessible within the Project team. Since part of Project documents

needed for Project success will be provided by external organization such as Suppliers of materials/services

and Construction Contractors, DTT organised its Document Management System with restricted access to
such external parties. Therefore, DTT adopted for the proper Document Management System (DMS) the
ALFRESCO ECM (Enterprise Content Manager) platform which allows the multi website organisation of its

documentation.
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An ALFRESCO site is an area where any user can share content and collaborate with other site members.

Each site is characterized by:

A hierarchy in the members (manager, collaborator, contributor, consumer) that defines

read/write/erase rights among members.

o Manager has full rights to all site content - what they have created themselves and what other site
members have created.

o Collaborator has full rights to the site content that they own; they have rights to edit but not delete
content created by other site members.

o Contributor has full rights to the site content that they own; they cannot edit or delete content
created by other site members.

o Consumer has view-only rights in a site; they cannot create their own content.

Rights of access will be assigned, upon request, by DTT to each Suppliers/Contractors personnel who

shall manage documentation in ALFRESCO.

A visibility setting that marks the site as public, moderated, or private. This setting controls who can see
the site and how users become site members. The manager of any site—whether public or private—can
add users.
o Public site:
- All users can view the content but only site members can work with the content
- Any user can join the site
o Moderated site:
- All users can access the site but only site members can see and work with the content
- Users must ask to join the site
o Private site:
- Only site members can access the site
- Users must be added to the site by a site manager
A dashboard, where the manager of the site can provide updated information to all members
A so-called “Document Library” where all the documents are collected
A workflow to review and approve documents

By default, each folder in the Document library is restricted with the same hierarchy defined in the site,
however different permissions can be granted by DTT site manager.

2.2 Access and permission policy
In order to guarantee, the necessary protection to all data contained in ALFRESCO, every site has to be set as

“private”.
For each Supplier/Contractor a dedicated site will be created with the following characteristics:

members of the group “Administrator” and the DTT Responsible Officer (RUP) of the contract are
Manager of the site

members of the Supplier/Contractor group are Contributor

other DTT users can be made Collaborator or Consumer at RUP discretion

This document is property of DTT S.c.a r.l. This information shall not be transmitted to anyone who is not authorised to receive it.
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Documentation between DTT and Suppliers/Contractors will be exchanged through the dedicated site in the
proper Document Library.

Only approved and/or authorized documentation can be shared with the Suppliers/Contractors for the
proper execution of the work. The RUP of each contract is the ultimate responsible for the exchange of
information with the Supplier/Contractors. The RUP will request to the Supplier/Contractors the start of a
workflow for the review and approval of each document released identifying the proper actors.

Further details will be provided in the next paragraphs.

Whenever a document provided by the supplier shall be made accessible to all DTT members, it will be the
RUP to copy it into the “DTT” master site in a proper folder within the WBS.

3 Management of Project documentation in ALFRESCO

3.1 Document creation

All Management and Technical document prepared by Suppliers/Contractors to be issued official for DTT
Projects, shall be prepared following the instruction provided in the QMS-PRO-20000 “Document Coding and
Iltem Numbering” procedure.

Offical documentation shall be produced and issued by Suppliers using the following software format:
- Office suite
- Adobe Acrobat (for .pdf files)
- Autocad
- CATIA3D/REVIT
or otherwise established in the contractual documentation.

Numerical Range of document identification code will be provided by RUP, based on preliminary Document
List prepared by Suppliers/Contractors.

In the template’s cover page, Suppliers/Contractors shall add their logo in the dedicated box near DTT logo
(see example Figure 1).

Access: Ceontractual [ open [ restricted

Document Title

ii? ' Vendor/Contractor
DTT S.c.ar.l

Logo
Project This document is issued for the execution of the DTT project
S DTT ID Number
External ID Number
DMS ID Number
Authors &

Contributors

Distribution
List

Abstract (Brief Description)

Figure 1 — Suppliers/Contractors logo in Project Document Template

In this way, it will be immediately evident who is the Suppliers/Contractors owner of the document
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All documents issued by Suppliers/Contractors shall include Suppliers/Contractors’ references in the box
Prepared, Reviewed and Approved, while the Authorized box shall include DTT reference (see example Figure
2).

Supplier ||[Supplier |fSupplier [|DTT
1.0 | xehouoo Issue for Yoo / Emesso per o reference [ ||[reference [||reference [|reference
Rev. Date Issuing Description Prepared by Checked by Approved by | Authorized by
Figure 2

Supplier/Contractor is in charge to ensure that all documents have been subject to their internal quality
review cycle process before its officially issued to DTT.

During the KoM, based on Document List prepared by Suppliers/Contractors, it shall be agreed the “Issuing
Description”.

Herebelow the main document typology of “Issuing Description”:
e Documents issued for information

No approval is needed by DTT side
For these documents, Suppliers shall include in the Issuing description box the wording “Issue for
Information”.

e Documents issued for approval

For documents subject to DTT review and approval.

For the first revision, Suppliers shall include in the Issuing description box a statement specifying the
reason of issue (e.g. “First issue”).

In case of no comments provided by DTT, the document will be approved by DTT reference by signing as
“approved” in ALFRESCO the “AUTHORIZER” box.

In case of comments, Suppliers/Contractors shall revise the document and issue a new revision (refer to
para. 3.3.) specifying in the issuing description box that document is revised as per comments received
(e.g. “Second revision with comments included”).

3.2 Document uploading in ALFRESCO and Start of Workflow

All documents prepared by Suppliers/Contractors shall be managed through ALFRESCO in the dedicated
ALFRESCO site opened for the management of documentation of Suppliers/Contractors within their scope of
work awarded with the Contract signed with DTT. Attachment A1 provide instructions for the management
of Suppliers/Contractors documents in ALFRESCO.

During the KoM, Suppliers/Contractors shall provide to DTT RUP the references of Suppliers/Contractors’
personnel that will be in charge to manage documentation in ALFRESCO.

Once the document is ready to be issued to DTT, Suppliers/Contractors’ personnel shall upload the document
in ALFRESCO and shall start the workflow (for those documents who need DTT approval).
Supplier/Contractor shall upload only the .pdf version of document and, once the document has been created
in ALFRESCO, upload as attachment the native file (word, excel, cad, etc.).

The list of DTT Reviewers, Approvers and Authorizers will be communicated to Suppliers/Contractors by RUP.
Before to start the workflow, Suppliers/Contractors shall select the time period within DTT personnel shall
revise the document. Suppliers/Contractors shall select “High” in the time period for comments, unless
different instructions are provided by RUP or by contractual documentation.

After document creation and start of workflow, Supplier/Contractor shall send a mail to RUP and DEC
informing of the transmission of document in ALFRESCO.

This document is property of DTT S.c.a r.l. This information shall not be transmitted to anyone who is not authorised to receive it.
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3.3 Management of comments

DTT’s comments will be provided directly in ALFRESCO (unless otherwise instructions provided by RUP).
Following the end of receiving comments time period, Suppliers/Contractors shall review DTT comments and,
in case of needs, contact RUP/DEC in order to get clarifications.

Following all comments are solved, the new revision of document shall be issued as “Final issue” increasing
the “Major” revision.

Each time a document receives comments, the new revision shall be subject to a new workflow.

Suppliers shall create a comment sheet which summarize all comments received and how the comments
have been solved in case they have not been considered in the final revision. The comment sheet shall be
uploaded as attachments in ALFRESCO in correspondence of the new document revision.

4 Progress Meetings

Progress of Suppliers/Contractors’ activities will be measured per milestone as deailed in the contractual
documentation or established during the KoM with RUP.

5 Attachments

5.1 ATTACHMENT A1l - GUIDELINE FOR MANAGEMENT OF
SUPPLIERS/CONTRACTORS DOCUMENT IN ALFRESCO
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ATTACHMENT A1 - GUIDELINE FOR MANAGEMENT OF SUPPLIERS/CONTRACTORS DOCUMENT IN
ALFRESCO

1) DOCUMENT UPLOAD
Create a “TOP LEVEL PROJECT DOCUMENT” in the dedicated folder of Supplier/Contractor ALFRESCO site.

Home My Files Shared Files Sites » Tasks » People Repository Federico Dane’ »

E DTT Pprivate Site Dashboard  Document Libré

+ Documents
All Documents

I'm Editing -
J Create a Contract - Order - Quote

Others are Editin
d Create a Schedule, Plan

Recently Modified Create a Administrative Notes

Recently Added Create a Presentation Publication
My Favorites Create a Report - Memos - Design Description
B Create a Template - Empty Form
v lerary O Create a Picture - Photo - Movie
Documents Create a Letter
Figure 1

In the following opened screen, ALFRESCO will automatically provide a unique code “DTT DMS” (i.e. DTT
UID) that shall be included by Supplier/Contractor in the dedicate box of the document before its loading

in the system (refer to what is highlighted in red in Figure 2).

“DTT ID” (i.e. DTT Number) shall be coded as per instruction provided in QMS-PRO-20000 and based on
the information provided by RUP (refer to what is highlighted in blue in Figure 2).

E DT oree

Title: *
Description

External Number:

D -
DTT2021 04255

i
Document \

A

i i ’ Document Title

Access: Ceontractual O open [ restricted

Document Title

E DTTScarl

This document is issued for the execution of the DTT project

Project

=Rl <WID Number b
—

[ /

External ID Numgar
[ ¢ 015 ID Number

Authors &
Contributors

Distribution
List

Abstract | (Brief Description)

Figure 2
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“DTT ID” (i.e. DTT Number) and “Title” are information to be included as mandatory.

Only .pdf version shall be uploded using the “SELECTED FILE TO UPLOAD"” function (refer to Figure 4
highlighted in blue).

If document is composed by more than one sheet (e.g. P&ID, PFD, etc.) or by a main document and one
or mor attachments, the pdf shall be the merging of all files.

Once the document has been uploaded, all natives files shall be uploaded using the function UPLOAD
ATTACHMENTS (refer to Figure 3 highlighted in red).

Documents > TEST-FOLDER

DOCUMENTO DI PROVA_DTT2021_00247.docx
Medified by Vincenzo Vitale on Wed 10 Mar 2021 16:20:34 Favorite Comment

i 125% Maximize Download
[ [E ~ Document's Attachments

(None)

+ Document Actions

= Workflow History

DOCUMENTO DI PROVA

View In Browser
Unlock DTT document
Manage Permissions

Become Owner

Figure 3
2) START OF WORKFLOW

For document that shall be subject to DTT review and approval, Supplier/Contractor shall start the
workflow. Supplier/Contractor shall fill in the following box as follows:
“AUTHOR” (including Supplier/Contractor reference
- “REVIEWERS”, “"APPROVERS” and “AUTHORIZER”: with the list of DTT personnel references as
provided by RUP/DEC.
- Priority of documents (Suppliers/Contractors shall select “HIGH” in the time period for comments,
unless different instructions are provided by RUP or by contractual documentation).

And then select box “CREATE”.
(refer to Figure 4 and 5 highlighted in red)

* Required Fields

Title: *
Description:

External Number
uiD: *

DTT2021_04255

DTT Number: *

Document

elect file to upload:
cegli file | Nessun file selezionato
Author- *
Select

Tags:
Select

Figure 4

Download
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OPTIONAL WORKFLOW CONFIGURATION

Assignees
Co-Authors: Reviewer:
Select Select
Approver.
Select
Priority:
Medium ~ Due Dateffreview:

Other Options
Copy to Author

Next Work Instructions/Advices:

eset Cancal

Figure 5

3) COMMENTS COLLECTION
RUP is in charge to ensure that all DTT personnel comments are provided within the selected time period.

DTT Reviewers can:

a) Approve the document (in case of no comments) by selecting “APPROVE”
b) Provide comments by selecting “REVIEWED WITH COMMENTS"

c) Reject the document by selecting “REJECTED”

(refer to Figure 6 highlighted in red)

In case b), comments can be provided in two ways:
i. Including comments in the “RESPONSE” box and then selecting “REVIEWED WITH COMMENTS”
Supplier/Contractor will see the comments directly in the main site page of document
ii. Specifying in the “RESPONESE” box to refer to uploaded document, then selecting “REVIEWED WITH
COMMENTS” and finally, in the following opened screen, selecting “UPLOAD ATTACHMENTS”
uploading the document marked-up with comments (refer to Figure 6-7-8 highlighted in red).

Whenever possible, is preferable to provide comments following instruction in i).

Edit Task: Reviewers Approval Task

Info

Message: DOGUMENTO DI PROVA (reviewer)

Cwner: Federico Dane' Priority: Madium Due: 15 Feb, 2021

Progress

Enea Document's State: InProgress

Iltems

ftems:

DOCUMENTO DI PROVA_DTT2021_00206.docx
Descrigtion: (Mone) ‘igw Mare Actions

Response

Figure 6
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ament is locked by SYSTEM_WORKFLOW.
TEST-FOLDER

CUMENTO DI PROVA_DTT2021_00247 docx
ied by SYSTEM_WORKFLOW on Mon 15 Feb 2021 16:23:11 Favorite Comment Share

i 125% Maxim Download
E’ e e = Document Actions
Cancel DTT-Workflow

™1 Workflow History

Upload Attachment

DOCUMENTO DI PROVA Vi In Browser

Manage Permissions

Figure 7
121_00247 docx [
Feb 2021 16:23:11 Favorite Comment Share
et 1|11 | = & 125% Maximize | 4 Download P | Q

= Document Actions

« incel DTT-Workflow

Select files o upload orkflow History
Nessun file sele: dload Attachment
)OCUN Lo ew In Browser

# Manage Permissions
# Become Owner

Figure 8

GENERAL NOTES:

1) In case the document is reviewed with comments or rejected, Supplier/Contractor shall always re-issue
the document (following comments implementation on documents or discussing comments with the
support of RUP/DEC in order to find a solution) by selecting “UPLOAD NEW VERSION” and then
selecting a “MAJOR CHANGE".

This will increase in the system the revision of document and will allow Supplier/Contractor to upload
the new document revision (refer to Figure 9-10 highlighted in red)

Federico Dane’ *

Shared Files  Sites »

" private Site Dashbosrd  Dacument Library  Discussions  Blog  Mare

[EST-FOLDER

1ENTO DI PROVA_DTT2021_00207 docx
¢ SYSTEM_WORKFLOW on Wed 10 Feb 2021 11:14.52 Favorite Like 0 Comment 2 Share
i To% Maimize Download .,

Cancel DTT-Workflow
1 Workflow History

Upload Attachment

DOC U M E N TO DI P ROVA View In Browser

Edit in Microsoft Office™

Edit Offline

Upload New Version

— |
1 11:14:52 Favorite Like 0 BT Comment 2 Share

T | = e 70w Maximize | # Download % Q -
Update File % | [
Select fles to upload nce
New Version Information B
This version has: @ minor gl 1) sloa
B
Comments fitin
it o

|

dloat
Cancel lpl

“w Figure 10
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2) All documents’ attachments (e.g. natives files, document marked up with DTT comments included,
Suppliers/Contractors comment sheet, etc.) are visible in the upper right side of document main page
in ALFRESCO (refer to Figure 11 highlighted in red)

Download
ent 7

Download
orniea Document's Attachments
QMS-PRO-20000 2.1.docx & ¥
- Attachment description:

- Created by: federico.dane Creation date: Mar 24,021 3:48:54
PM

Page:
000 11

QMS-PRO-20000_A1 2.1.docx ¢&& 3¢
- Attachment description:

- Created by: federico.dane Creation date: Mar 24, 20
PM

o 34855

QMS-PRO-20000_A2_2 1xlsx & %
- Attachment description:

- Created by: federico.dane Creation date: Mar 24, J0
PM

QMS-PRO-20000_A3_2 1zip &°
_ Attachment description:
eated by: federico.dane Creation dajy

" Mar 24, 2021 3:49:13

3) Once DTT feedback on document is finalized, the document will appear in ALFRESCO with the stamp
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